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[MTOHATUE N OCOBEHHOCTW
KUBEPTIPECTYTTHOCTW

KnbepnpectyrnieHne- ato npecTynHas AeaTenbHOCTb, LErnbio KOTOPOW ABNSETCS
HernpaBoOMepHOe NCMNOoSb30BaHME KOMMbIOTEPA, KOMMNLIOTEPHOU CETU UITN CETEBOIO
yCTpOWUCTBA.

OcobeHHOCTU KNbepnpeCTYNHOCTH:
- Ype3BblYanHas CKPbITHOCTb AEAHUN (MPUMEHEHNE MEXaHNU3MOB . e
aHOHWUMHOCTU N LUINGPOBaHUS); ‘
- TPAHCIPpaHN4YHOCTb (I'IpeCTyI'IHI/IK N XepTBa MOTyT HaxXoAUTbCAH
Ha 3HA4YUTENTbHOM PacCTOAHUKU OPYr OT Apyra);
-HECTaHOAPTHOCTb CrMOCOOOB COBEPLLEHUS;
-aBTOMAaTU3NPOBAHHbLIN PEXUM.



I'PYIIIIbI KUBEPIIPECTYIIJIEHU
(mo konBeHIMK CoBeTa EBporib)

BKJTHOYAET BCE KOMIMbIOTEPHbIE MPECTYNSIEHUS, HanpasBlieHHbIE NPOTUB
KOMMbIOTEPHbLIX JAaHHbBIX 1 CUCTEM (Hanpumep, He3akKoHHbIW AOCTYrM, BMELLATENLCTBO B AaHHbIE
UITN CUCTEMBI B LIESTOM).

NPOTUBOMNpPAaBHbIE AESAHNUS, CBA3AHHbIE C NCMOSIb30BAHNEM TEXHONOMMN
(noanor, naereyeHne, brIoKMpPoBKa U U3MEHEHME AaHHbIX, NOSTyYeHNE SKOHOMMUYECKOW BbIrobl
NHBLIMK criocobamu).

NpoTunBONpaBHblE AEeAHUA, CBA3aAaHHbIE C COoAepXaHUeM JaHHbIX UJN
KOHTEHTOM.

HapyLLUeHNne aBTOPCKNX U CMEXHbIX NpPaB.
KnbepTeppopu3M 1 NCnonb3oBaHMe BUPTYyanbHOIroO NPOCTpaHCcTBa ANns

COBEpLLUEHNS aKTOB Hacunus, a Takke apyrme aesiHus, nocsraroume Ha obLEeCTBEHHYO
Oe3onacHoOCTb.



OTBETCTBEHHOCTb 3A COBEPLUEHNE
KUBEPTIPECTYTIJIEHUA

OTBETCTBEHHOCTL 3a KNOEpnpecTynsfieHns B
npegycmaTtpuBaetca rmasoun 28 YK P® n kacaetcq
TOJTIbKO KOMIMbIOTEPHbIX MPECTYNIIEHUN.

B 3aBUCMMOCTU OT TAXKECTU NPECTYNNEHNSA U
pasmepa NnpuynHeHHoOro Bpeda crartbn 272,273
n 274 YK PO npeanonaratoT HakasaHWe B BUae
wtpadga ot 100 ThIC. pybdnen, ncrnpaBUTENbHbLIX
MM NPUHYAMTENbHbIX paboT oT 6 MecsAueB A0 5 &
neT, orpaHNYeHns nu nuweHns ceoboabl go 7 nk




CITOCOBBI 3AIIUTHI OT
KUBEPITIPECTYIUIEHUU

1. PerynsapHo o6bHOBNANTE NporpaMmMHoe obecneyeHne U onepaumoHHY0 CUCTEMY
[TocTossAHHOE ODOHOBIIEHME MPOrpamMMHOro obecrnevyeHnst 1 onepaumMoHHON CUCTEMbI rapaHTUPYET, YTO ASIS
3dllUnTbl Ballero KoOMribroTepa UCMNosib3yTCA HOBeuLLne ncripaBJjieHnA ©es3onacHocTw.

2. YcTaHOBUTE aHTUBUPYCHOE NMporpaMmmMmHoe obecnevyeHue 1 PerynspHo ero

obHoBNANTE

Acnonb3oBaHWe aHTUBMpPYCa UM KOMIMMNEKCHOIo peweHns ansa obecnevdeHmnsa MHTepHeT-6e30nacHOCTU-
9TO NMpaBUNbHbIN CNOCOO 3aLNTUTL Bally CUCTEMY OT aTak. AHTUBUMpPYCHoe O no3BonsaeT npoBepsiTb,
oOHapyXuBaTb 1 yaanaTb Yrpo3bl 40 TOro, Kak OHM co3aaayT npobnemy. Ecnn Bl ncnonesyete
aHTUBUPYCHOE nporpamMmmHoe obecrneyeHune, peryndapHo obHOBNANTE ero, YTobbl 0b6ecne4nTb HannyyLwnm
YPOBEHb 3aLLUTHI.

3. Ucnonb3yute cunbHble Naponu

cnonb3ynTte cunbHblE NApPOnun, KOTopble TPYAHO NogobpaTtb, U HUrae ux He 3anucobiBantTe. MoXHO
BOCMOS1b30BaTbCA YCIYyron HadeXHOro MeEHemKepa naponen, KoTopbin obrnerynt Bam 3agady, npeanoxus
CreHepupoBaHHbIM UM CUNbHbBIW NAPOIb.



CMNOCOEBbI 3AWKMTbI OT KUBEPMPECTYMTIEHU

4. He HaXKMManTe Ha CCbINKN B 3MIEKTPOHHLIX CMNaM-COOOLLEHUAX N He canTax, KOTOPbIM
He AoBepseTe

Ewe oamH cnocob, ncnonb3yemMbl KUOEpPNpPECTYNHUKaMU AN 3apaXXeHnsa KOMIMboTEPOB
nonb3oBaTeneun, - 3T0 BPeAOHOCHbIE CChISIKM B CNaMOBbIX 3NIEKTPOHHbLIX NUCbMaXxX Unu apyrux
coobueHns1, a Takke Ha He3HaKoMbIX BED-canTax. He npoxoauTe no 3TUM CcblfikaMm, YToObI He
cTaTb XepTBOU NHTEPHET-MOLLEHHUNKOB.

5. He npepgocTtaBnanTe nn4yHyro nHcgpopmauuio, He yoeauBLLUCH B 6e30nNacHOCTU KaHana
nepepayu

Hukoroa He nepefaBanTe NUYHbIE AAHHLIE MO TENEJOHY UMK NO 3NIEKTPOHHOW Mo4vTe, eCrn Bbl
He yBEpPEHbI, YTO TENEdPOHHOE COEANHEHUE UMW INEKTPOHHAsA NoYTa 3alUuLLEHbl. YoeaunTecs,
4YTO Bbl AENCTBUTENBLHO FOBOPUTE UMEHHO C TEM YENOBEKOM, KOTOPbIM BaM HYXXEH.

6. CBsXXnTECb HAaNPAMYIO C KOMMaHUEWU, eCrniv Bbl NOJTYYUNU NOAO3pPUTESNIbHbLIN 3anpoc
Ecnn 3BOHALWMW NPOCUT Bac NPeaoCcTaBUTb Kakne-nmbo aaHHbIe, NOMoXuTe TPpyoKy.
[lepe3BoHUTE B KOMMAHUIO HANPAMYIO MO HOMEpPY TeredoHa Ha ee odpmunanbHOM canTe, u
ybegmnTech, YTO BaM 3BOHUIN HE MOLLUEHHUKN,



CMOCOBbI 3ALWLUTbI OT KUBEPMPECTYNNEHUI

7. BHnmaTenbHO npoBepsaAnTe agpeca Bed-cantoB, KOTOpble Bbl NocellaeTe
Obpalwante BHumMmaHue Ha URL-agpeca cantoB, Ha KOTOpPbIE Bbl XOTUTE 3anTu. He
nepexoauTe no ccbinkam, cogepxalium HesHakoMble Unn Ha sBug cnamoBblie URL-
agpeca.

Ecnn Baw npoaykT ansa obecnevyeHunss 6esonacHocTn B UIHTEpHETE BKItOYaeT
dyHKUMIO 3aLLUUTLI OHNAWH-TPaH3aKuumn, yoeanutecsb, YToO OHa akTUBUPOBAHaA.

8. BHMUMaTenbLHO NnpocmMmaTpuBauTe CBOM OAHKOBCKME BbINMUCKU
[IpocmaTpmnBanTe BHUMATENbHO CBOU BAHKOBCKNE BbLIMUCKM U 3arnpalumBanTe B
baHke nHdopmauumio no ftodbiM HE3HAKOMbIM TPaH3aKuMsaM. baHKk MOXeT
NPOBEPUTL, SABMAKOTCA NI OHN MOLLUEHHUYECKUMMN.



